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VIV dy bao nguy co tin cong vao hé thong
thdng tin cuia cac co quan, to chic thdng qua 16
héng bao mat SpringdShell

Kinh guri:
- Vin phong Hoi dong nhan dan tinh;
- Vian phong Uy ban nhan dan tinh;
- Cac sd, ban, nganh;
- Uy ban nhan dan céc huyén, thanh phé;
- Trung tdm Cong nghé thdng tin va Truyén thdng,
So Thong tin va Truyén thdng.

Can ctr van ban s6 430/CATTT — NCSC ngay 31/3/2022 ciia Cuc An toan
théng tin vé viéc du bao nguy co tdn cdng vao hé thdng théng tin cua cac co quan,
t6 chuc thdng qua 16 hdng bao mat Spring4Shell;

~ S& Thong tin va Truyén thong canh bao t6i cac co quan, don vi, thong tin cu
thé nhu sau:
. Thong tin vé& 18 héng bao mat trong cac san pham Microsoft
Ngay 30/3/2022 vira qua, ma khai thac cia mgt 16 hong bao méat (c6 tén goi

SpringdShell) di duoc cong khai trén Internet trong khi 16 hong nay conchwa co
ma 16i quéc té (CVE) dong thoi chua cé ban va. L hong nay ton tai trong Spring
Core, mot thanh phan 161 trong bd mi ngudn md Spring Framework dugce sir dung

pho bién trong cic umg dung hién nay, anh huéng dén tng dung str dung Spring
Core v6i phién banJDK >=9.0, cho phép d6i tuong tin cong thuc thi ma tir xa va
kiém soat hé thong.

Theo mot s6 khaosat da cong bd, ¢6 tdi hon 30% san pham duoc viét bang
Java c6 sir dung Spring Core, ngoai ra dén nay van chua c6 théng tin vé ban va
chinh thirc tir nha phat trién dé khic phuc 16 héng nén mic d6 anh hudng cua 16
héng ndy duoc danh gia rat Nghiém trong. Trung tm Gidm séat an toan khdng
gian mang qudc gia (NCSC) ghi nhin mi khai thac d3 dugc cong bd trén Internet
va du bao 16 hong niy s& duoc cac nhom tn cong c6 chu dich (APT) tan dung dé
thuc hién céc cudc tin cong nguy hiém trén dién rong ngay lap tirc.



Qua qua trinh giam s.'«itz Trung tdm Giam sat an toan khong gian mang ql}éc
gia (NCSC) cling phat hién dau hi¢u df) quét va khai thac thtr vao m(f)t~ sf)q h¢ thong
cong nghé thong tin cua cac co quan, to chic tai Viét Nam thong qua 10 hong nay.

(Théng tin chi tiét cac 16 hong bao mdt cé tai phu luc kém theo).

Il. Cac giai phap phong tranh

Nham dam bao an toan thong tin cho h¢ thong thang tin ciia Quy co quan
don vi, gop phan bao dam an toan cho khong gian mang Vigt Nam, S¢ Thong tin
va Truyén thdng dé nghi cac sa, ban, nganh, Uy ban nhan dan cac huyén, thanh
phd trién khai thuc hién:

1. Kiém tra, ra soat va xac minh hé théng thong tin c6 sir dung Spring core.

Trong trudng hop bi anh hudng, Quy don vi can thuc hién cac bién phap khéc
phuc thay thé trong thoi gian chd ban va dugc phat hanh; dong thdi nang cép cac

g dung va thanh phan lién quan c6 kha ning bj anh hudng.

2. Tang cudng gidm sat va san sang phuong an xtr Iy khi phat hién c6 dau
hiéu bj khai thac, tAn cong mang; dong thoi thuong xuyén theo ddi kénh canh béo
clia c4c co quan chire ning va céc to chirc 1on vé an toan thong tin dé phat hién
kip thoi cac nguy co tAn cong mang.

3. Trong truong hop can hd tro, Quy don vi lién hé dau mbi hd trg ctia Cuc
An toan théng tin: Trung tim Giam sat an toan khong gian mang quoc gia
(NCSC), dién thoai: 02432091616, thu dién tir: ncsc@ais.gov.vn.

Tran trong./.
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Phu luc
Thong tin vé cac 16 hong bao mat
(Kém theo Céng van 3278()TTTT-CNTT&BCW ngay 12 /4/2022
cia S¢ Thong tin va Truyén thdng)

1. Thong tin 16 hong bao mat

- M6 ta: Ld hong ndy ton tai trong Spring Core, cho phép ddi twong tan
cong thuc thi ma tir xa.

- Anh huéng:img dung str dung Spring Core phién ban JDK >= 9.0.
2. Huéng din kiém tra va khic phuc 16 hong

2.1. Huong din kiém tra, xac dinh bi anh huéng b6ild hong Srping4Shell
Budc 1: Kiém tra phién ban JDK

Trén may chi, hdy chay 1énh “java -version” dé kiém tra phién ban JDK
dang chay. Néu phién ban <= 8.0, h¢ théng Quy don vi khong bi anh hudng boi 16
hong nay.

Budc 2: Kiém tra viéc sir dung Spring Framework
1. B6ivoi hé thong duoc trién khai dudi dang war package:
- Giai nén war package

- Tim kiém tép jar ¢ dinh dang spring-beans-*.jar (vi du: spring-beans-
5.3.16.jar) trong tép giai nén. Néu co ton tai, nghia 1a hé thdng dang st dung
Springframework.

2. P6ivoi hé thong duge trien khai dudi dang jar package:
- Gidi nén jar package

- Tim kiém tép jar & dinh dang spring-beans-*jar (vi du: spring-beans-
5.3.16.jar) trong tép gidi nén. Néu co ton tai, nghia 1a hé thong dang st dung
Spring framework.

- Néu khéng tim thdy tép spring-beans-*jar, hiy tiép tuc tim kiém tép
CachedIntrospectionResults.class trong t¢p giai nén. Néu ton tai t€p nay chirng té

hé thdng dang st dung Spring framework.
Budc 3: Phan tich, diéu tra xac nhan

Sau khi hoan thanh 2 budc kiém tra & trén, cac diéu kién sau duoc déap tng
ddng thoi s& xac dinh hé théng bi anh hudng boi 16 hdng bao mét nay:

- Phién ban JDK >=9.0



- Str dung Spring framework hoac derived framework.
- Ton tai endpoint str dung chirc ning DataBinder.
2.2. Hwéng din khic phuc

Hién tai, chua c6 ban va dé khéc phuc 16 héng bao mat noi trén. Vi vay, dé
giam thiéu nguy co bi tan cong, Quy don vi c6 thé thyc hién céc bién phap khic

phuc theo nguén huéng dan tham khao ciia mot s to chire tai:
https/imwww.cyberkendra.com/2022/03/springshell-rce-0-day-vulnerability. html
3. Nguon tham khao
https://www.cyberkendra.com/2022/03/springshell-rce-0-day-vulnerability. html

https://mww.cyberkendra.com/2022/03/spring4shell-details-and-exploit-
code.html
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