UBND TINH TUYEN QUANG CONG HOA XA HOI CHU NGHIA VIET NAM
SO THONG TIN VA TRUYEN THONG Poc 1ap — Tu do — Hanh Phic

S6:393/STTTT-CNTT&BCVT Tuyén Quang, ngay; 8 thang 4 ndam 2022
Vv 16 hdng bao matcd mirc anh huéng cao va
nghiém trong trong céc san pham Microsoft
cong bd thang 4/2022

Kinh guri:
- Vin phong Hoi dong nhan dan tinh;
- Vian phong Uy ban nhan dan tinh;
- Cac sd, ban, nganh;
- Uy ban nhan dan céc huyén, thanh phé;
- Trung tdm Cong nghé thdng tin va Truyén thdng,
So Thong tin va Truyén thdng.

Can ctr van ban sb 508/CATTT — NCSC ngay 13/4/2022 ciia Cuc An toan
thdng tin V& viéc 16 hong bao mat c6 mac anh hudng cao va nghiém trong trong
cac san pham Microsoft cong b thang 4/2022;

S¢& Théng tin va Truyén thong canh bao t6i cac co quan, don vi, thdng tin cu
thé nhu sau:

I. Thong tin vé 16 hong bao mat trong cac san pham Microsoft

Ngay 12/04/2022, Microsoft da phat hanh danh séch ban va thang 4vdi 128
16 hong bao mat trong cac san phdm cua minh. Ban phat hanh thing nay dic biét
dang chi y sau:

Céc 16 hong bao mat ¢6 mirc anh huong Nghiém trong:

- L5 hong bao mat CVE-2022-26809 trong RPC Runtime Library cho phép
d6i twong tin cong thyc thi mi tir xa v4i ddc quyén cao trén hé thong bi anh huong

- 02 16 hong bao mat CVE-2022-24491,CVE-2022-24497 trong Windows
Network File System cho phép ddi twong tan cong thuc thi mi tir xa vdi dic quyén
Cao.

Céc 16 hong bao mat ¢6 mirc anh hudng Cao:

- L hong bao mat CVE-2022-26815trong Windows DNS Server cho phép
d6i twong tan cong thyuc thi ma tir xa.

- Ld hong bao mat CVE-2022-26904trong Windows User Profile Service
cho phép d6i tuong tan cong thuc hién tin cong nang cao dic quyén. Lo hong niy
da c6 ma khai thac cong khai trén Internet.



- L& hong bao mat CVE-2022-26919 trong Windows LDAP cho phép d6i
tuong tin cong thuc thi ma tir xa.

- L3 hong bao mat CVE-2022-24521 trong Windows Common Log File

System Driver cho phép dbi twong tin cong thuc hién tin cong nang cao dic
quyén.

(Thong tin chi tiét cac 16 hong bao mdt cd tai phu luc kém theo).
I1. Cac giai phap phong tranh

Nham dam bao an toan théng tin cho hé théng thdng tin ctia Quy co quan
don vi, gop phan bao dam an toan cho khdng gian mang Viét Nam, S& Thong tin
va Truyén thong dé& nghi cac s&, ban, nganh, Uy ban nhan dan céc huyén, thanh
phd trién khai thuc hién:

1. Kiém tra, ra soat, xac dinh may st dung hé diéu hanh Windows c6 kha
ning bi anh huong. Thuc hién cap nhat ban va kip thoi dé tranh nguy co bi tan
cong (tham khao thdng tin tai phu luc kem theo).

2. Tang cudng gidm sat va san sang phuong an xir Iy khi phét hién c6 dau
hiéu bi khai théc, tan cdng mang; dong thoi thuong xuyén theo ddi kénh canh béo
ctia cac co quan chirc ning va céc td chic I6n vé an toan thong tin dé phét hién kip
thoi cac nguy co tan cong mang.

3.Trong trudng hop can thiét co thé lién hé dau mdi hd tro ctia Cuc An toan
thong tin: Trung tdm Gidm sét an toan khdng gian mang quoc gia, dién thoai
02432091616, thu dién tr: ais@mic.gov.vn.

Tran trong./.
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(Kem theo Cong

Thong tin Ve

1.Thong tin cac 16 hong bao mat

STT CVE Mo ta Link tham khao
-biém CVSS:9.8
(Nghiém trong)
- L3 hong trong RPC
CVE-2022-26809 | Runtime Library cho phéep
1 doi tuong tAn cong thuc thi httns// i f
mA tir xa véi dic quyén cao tps://msrc. microst.
rén hé théng bi anh com/u_pdategwde/vu
hu’é’ng.' : Inerability/CVE-
- Anh huéng: Windows 2022-26809
7/8.1/10/11,Windows
Server
2008/2012/2016/2019/2022
-biém CVSS: 98
(Nghiém trong)
- L3 hong trong Windows
Network File System cho https://msrc.microso
2 CVE-2022-24491 | phép doi tugng tan cong ft.com/update-
thuc thi ma tir xa véi dac guidevulnerability/
quyén cao. CVE-2022-24491
- Anhhuéng:Windows
8.1/10/11,Windows
Server2012/2016/20109.
-biém CVSS: 9.8
(Nghiém trong)
- L3 hong trong Windows | https://msrc.microso
3 Network File System cho ft.com/updateguide/
CVE-2022-24497 | ,hep dbi tuong tan cong vulnerability/CVE-
thure thi ma tir xa. 2022-24497
- Anh huong: Windows
8.1/10, Windows Server
2012/2016/2019/2022.
CVE-2022-26815 - biém CVSS: 7.2 (cao) https://msrc.microso
-L5 hong trong Windows | ft.com/update-
4 DNS Server cho phép dbi guide/vulnerability/

tuong tan cong thuc thi ma tir

Xa.

CVE-2022-26815




- Anh hudong: Windows
Server2008/2012/2016/2019/
2022

CVE-2022-26904

- biém CVSS: 7.9 (cao)

- L3 hong trong Windows
User Profile Service cho
Phép ddi tuong tan cong thuc
hién nang cao dic quyén. LS
hong nay da c6 ma khai thac
cong khai trén Internet.

-Anh huéng: Windows
7/8.1/10/11,Windows  Server
2008/2012/2016.

https://msrc.microso
ft.com/update-
guide/vulnerability/
CVE-2022-26904

6 |CVE-2022-26919

- Diém CVSS: 8.1 (Cao)

- L& hong trong Windows
LDAP cho phép déituong tin
cong thye thi ma tir xa.

- Anh huéng: Windows
8.1/10/11, Windows
Server
2008/2012/2016/2019/20

22.

https://msrc.microsof
t.com/update-
guide/vulnerability/C
\/ E-2022-269109.

7 |CVE-2022-24521

- biém CVSS: 7.8 (Cao)

- 15 hong trong Windows
Common Log File System
Driver cho phép dbituong tan
cong thuc hi¢n nang cao dac
quyén.

- Anh hudng: Windows
7/8.1/10/11,Windows Server
2008/2012/2016/2019/20 22.

https://msrc.microsof
t.com/update-
guide/enUS/vulnerab
ility/CVE-2022-
24521

2. Hwéng dan khic phuc

Bién phap tot nhat dé khac phuc 1a cap nhat ban va cho cac 16 héng bao mat

néi trén theo huéng dan ctia hang. Quy don vi tham khdo céc ban cap nhat phu hop
cho céc san pham dang str dung tai link nguon tham khao tai muc 1 cua phu luc.

3.Tailigu tham khao

https://msrc.microsoft.com/update-guide/releaseNote/2022-Apr
https://www.zerodayinitiative.com/blog/2022/4/11/the-april-2022-security-

update-review
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