UBND TINH TUYEN QUANG CONG HOA XA HQI CHU NGHIA VIET NAM
SO THONG TIN VA TRUYEN THONG boc 1ap - Tw do - Hanh phuc

S6: 1306  /STTTT-CNTT&BCVT Tuyén Quang, ngay /75 thang 11 nam 2022
VIV LG hong bao mat anh hudng cao va nghiém
trong trong cic san pham cong bd thang
11/2022

Kinh guri:
- Vin phong Poan Pai biéu Quéc hoi va Hoi ddng nhan dan;
- Vin phong Uy ban nhan dan tinh;
- Céc s¢, ban, nganh;
- Céc t0 chirc - Chinh tri xa hdi;
- Uy ban nhan dan cac huyén, thanh pho.

Can cir van béan s6 1824/CATTT-VNCERTCC ngay 11/11/2022 ciia Cuc An
toan thong tin vé viéc 1 hong bao mat &nh hudéng cao va nghiém trong trong cac san
pham Microsoft cong bd thang 11/2022, S¢ Thong tin va Truyen thong cung cip
thong tin va dua ra cac giai phap phong, tranh khai thac 16 hong bao mat cao va
nghiém trong trong cac san pham Microsoft nhu sau:

|. Thong tin vé 16 hong bao mat trong cac san pham Microsoft

Ngay 08/11/2022, Microsoft da phat hanh danh sach ban va thang 11 véi 64
16 hong bao mat trong cic san pham cua minh. Ban phat hanh thang nay dic biét
dang chu y cac 16 hong bao mat c6 mirc anh hudng cao va nghiém trong sau:

- 06 16 hong bao mat CVE-2022-41082, CVE-2022-41040, CVE-2022-41080,
CVE-2022-41079, CVE-2022-41078, CVE-2022-41123 trong Microsoft Exchange
Server cho phép d6i tugng tan cong thyuc thi ma tir xa, nang cao dic quyén. Trong do,
02 16 héng CVE-2022-41082, CVE-2022-41040 da dugc canh béo tai vin ban sb
1484/CATTT-VNCERT/CC vé viéc canh bao 16 héng bao mat zero-day anh hudng
nghiém trong dén Microsoft Exchange phat hanh ngay 30/9/2022.

- 02 15 hong bao mat CVE-2022-41128, CVE-2022-41118 trong Windows
Scripting Languages cho phép ddi tuong tan cong thuc thi ma tir xa. L3 hong nay dang
bi khai thac trong thuc té.

- L& hong bao mat CVE-2022-41091 trong Windows Mark of the Web cho phép
dbi tuong tn cong thuc hién tn cong vuot qua co ché bao mat.

- Lb hong bao mat CVE-2022-41073 trong Windows Print Spooler cho phép dbi
tuong tan cong thuc hién tin cong nang cao dic quyén.

- L6 hong bao mat CVE-2022-41125 trong Windows CNG Key Insolation
Service cho phép ddi twong tan cong thuc hién tan cong nang cao dic quyén.

- 03 16 hong bao mat CVE-2022-41044, CVE-2022-41088, CVE-2022-41039
trong Windows Point-to-Point cho phép d6i tuong tin cong thuc thi ma tir xa.

- 04 16 hong bao mat CVE-2022-41105, CVE-2022-41106, CVE-2022-41063,
CVE-2022-41104 trong Microsoft Excel cho phép d6i tugng tin cong thuc thi ma tir



xa, tin cong gia mao (Spoofing), thuc hién tin cong vuot qua co ché bao mét.
Thong tin chi tiét cdc 16 hong bao mdt co tai phu luc kem theo.
II. Cac giai phap phong tranh

Nham dam bao an toan thong tin cho hé théng thong tin ctia Quy don vi, gop
phan bao dam an toan cho khong gian mang Viét Nam, Cuc An toan thong tin
khuyén nghi Quy don vi thyc hién:

1. Kiém tra, ra soat, xac dinh may st dung h¢ diéu hanh Windows c6 kha nang
bi anh huéng. Thuc hién cap nhat ban va kip thoi dé tranh nguy co bi tAn cong (tham
khao thong tin tai phu luc kém theo).

2. Tang cuong giém sat va san sa‘lng phuong an xu 1y khi phat hién co
dau hiéu bi khai thac, tin cong mang; dong thot thu:0’ng xuyén theo doi kénh canh
béo clia cac co quan chiic nang va céc to chirc 16n vé an toan thong tin dé phat hién
kip thoi cac nguy co tn cong mang.

3. Trong trudng hop can thiét c6 thé lién hé dau mbi hd tro ctia Cuc An toan

thong tin: Trung tdm Giam sat an toan khong gian mang quéc gia, dién thoai
02432091616, thu dién tir: ais@mic.gov.vn.

Tran trong./.

Noi nhan: KT. GIAM DQC
PHO GIAM DOC

- Nhu trén;

- Ban Giam ddc s (bdo cdo);
- Cac don vi thude So;

- Luu: VT, CNTT&BCVT

Nguyén Vin Hién



Phu luc

THONG TIN VE CAC LO HONG BAO MAT TRONG SAN PHAM

MICROSOFT

(Kém theo Cong vin sé 1306 ISTTTT-CNTT&BCVT ngay 15/11/2022
cua So Thong tin va Truyén thong)
1. Théng tin cac 16 hong bao mat

STT

CVE

Mo ta

Link tham khao

CVE-2022-41082,
CVE-2022-41040,
CVE-2022-41080,
CVE-2022-41079,
CVE-2022-41078,
CVE-2022-41123

- biém CVSS: 8.8 (Cao)

- Lb hong trong Microsoft
Exchange Server cho phép
d6i tuong tan cong thuc thi
ma tor xa, nang cao dac
quyén.

- Anh huéng: Microsoft
Exchange Server 2016
CU 23/22, Exchange
Server 2019 CU 11,
Exchange Server 2013
CuU 23

https://msrc.microsoft.co
m/update-
guide/vulnerability/ CVE-
2022-41082
https://msrc.microsoft.co
m/update-
guide/vulnerability/ CVE-
2022-41040
https://msrc.microsoft.co
m/update-
guide/vulnerability/ CVE-
2022-41080
https://msrc.microsoft.co
m/update-
guide/vulnerability/ CVE-
2022-41123
https://msrc.microsoft.co
m/update-
guide/vulnerability/ CVE-
2022-41078
https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-
2022-41079

CVE-2022-41128,
CVE-2022-41118

- biém CVSS: 8.8 (Cao)

- L3 hong trong trong
Windows Scripting
Languages cho phép doi
tuong tin cong thyc thi ma
tir xa. L& hong nay dang bi
khai théc trong thuc té.

- Anh huong: Windows
Server
2008/2012/2016/2019/20
22, Windows 11/10/8.1/7.

https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-
2022-41128
https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-
2022-41118

CVE-2022-41091

- biém CVSS: 5.4 (Trung
binh)

https://msrc.microsoft.co
m/update-guide



https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41082
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41082
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41082
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41082
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41040
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41040
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41040
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41040
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41080
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41080
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41080
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41080
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41128
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41128
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41128
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41128

- L4 hong trong Windows
Mark of the Web cho phép
d6i twong tin cong thuc
hién tin cong vuot qua co
ché bao mat.

- Anh hudng: Windows
10/11, Windows Server
2016/2019/2022.

/vulnerability/CVE-2022-
41091

CVE-2022-41073

- biém CVSS: 7.8 (Cao)

- L3 hong Windows Print
Spooler cho phép ddi
tuong tin cong thuc hién
tin céng nang cao dic
quyen.

- Anh hudng: Windows
Server
2008/2012/2016/2019/20
22, Windows 11/10/8.1/7.

https://msrc.microsoft.co
m/update-
guide/vulnerability/ CVE-
2022-41073

CVE-2022-41125

- Piém CVSS: 7.8 (Cao)
- L& hong Windows CNG
Key Insolation Service cho
phép d6i tuong tin cong
thyc hién tin cong nang
cao dic quyeén.

- Anh hudng: Windows

8.1/10/11, Windows
Server
2012/2016/2019/2022

https://msrc.microsoft.co
m/update-
guide/vulnerability/ CVE-
2022-41125

CVE-2022-41044,
CVE-2022-41088,
CVE-2022-41039

- Piém CVSS: 8.1 (Cao)
- L6 héng trong Windows
Point-to-Point cho phép
d6i tuong tan cong thuc thi
ma tu xa.

- Anh huong: Windows
8.1/10/11, Windows
Server 2012/2016/2019.

https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-
2022-41044
https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-
2022-41088
https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-
2022-41039



https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41044
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41044
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41044
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41044
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41088
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41088
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41088
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41088

CVE-2022-41105,
CVE-2022-41106,
CVE-2022-41063,
CVE-2022-41104

- Piém CVSS: 7.8 (Cao)
- L6 hong trong Microsoft
Excel cho phép dbi twong
tAn cong thuc thi ma tir xa,
tin  cong gid  mao
(Spoofing), thuc hién tin
cong vuot qua co ché bao
mat.

- Anh huéng: Microsoft

https://msrc.microsoft.co
m/update-
guide/vulnerability/ CVE-
2022-41105
https://msrc.microsoft.co
m/update-
guide/vulnerability/ CVE-
2022-41106
https://msrc.microsoft.co
m/update-
guide/vulnerability/ CVE-

Excel 2013/2016, | 2022-41063

Microsoft Office, | https://msrc.microsoft.co

Microsoft 365. m/update-
guide/vulnerability/ CVE-
2022-41104

2. Hwéng din khic phuc

Bién phap tdt nhat dé khic phuc 1a cap nhat ban va cho cac 16 héng bao mat
néi trén theo huéng dan ctia hang. Quy don vi tham khdo cic ban cap nhat pha hop
cho cac san phém dang str dung tai link nguén tham khéo tai muc 1 ctia phu luc.

3. Tai liéu tham khao

https://msrc.microsoft.com/update-guide/releaseNote/2022-Nov

https://www.zerodayinitiative.com/blog/2022/11/8/the-november-2022-
security-update-review


https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41105
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41105
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41105
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41105
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41106
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41106
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41106
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-41106
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