UY BAN NHAN DAN CONG HOA XA HOI CHU NGHIA VIET NAM

TINH TUYEN QUANG Doclap - Tw do - Hanh phic
S6: 1752/UBND-THCB Tuyén Quang, ngay 28 thang 4 nam 2023

V/v tang cuong dam bao an toan thong tin
mang trong dip Le 30/4 va 01/5

Kinh guri:
- Cac S¢, ban, nganh thudc tinh;
- Cong an tinh;
- B6 Chi huy Quan sy tinh;
- Céc doanh nghiép cung cép dich vu vién thong, Internet;
- Céac Ngan hang thuong mai trén dia ban tinh;
- Uy ban nhan déan huyén, thanh phé.

Can cur Van ban s6 1520/BTTTT-CATTT ngay 26/4/2023 cua Bo Thong tin
va Truyén thong vé viéc tang cuong dam bao an toan thong tin mang trong dip L¢
30/4 va 01/5.

Uy ban nhén dan tinh yéu ciu:

1. Cac co quan, don vi, dia phuong (muc kinh gri)

- Phan cong luc lwong tai chd trién khai tryc gidm sat, hd trg Gmg ctu va
khic phuc sy ¢6 an toan thong tin mang 24/7.

- Chu dong ra soat céc 16 hong, diém yéu trén cac hé théng thong tin thude
pham vi quan 1y; trién khai céc giai phap phong ngira va khic phuc trict de cac 16
hong, diém yéu da dugc Cuc An toan thong tin, Bo Thong tin va Truyén thong
canh bao nhu: Cac 16 hong bao mat anh huéng mirc cao va nghiém trong trong cac
san pham Microsoft tir thang 01 dén thang 4 nam 2023 (¢ van ban giri kém).

- Chu dong xay dung cac phuong an Ung ctru khan cép, hd tro va khic phuc
su cd trong truong hop xdy ra tAn cong mang.

- Sén sang cdp nhat thong tin canh bao, khuyen ngh1 vé an toan thong tin
mang dugc co quan chirc nang chia se, nhat la trén cac nén tang canh bao, hd tro
diéu phdi, tmg ctru su c¢b dd duoc cung cdp cho céc co quan, to chic str dung.

- Bao dam duy tri, két ndi, kip thoi chia sé thong tin voi Cuc An toan thong
tin, B Thong tin va Truyén thong; Diung ctru su c0 mang may tinh tinh.

- Pay manh tuyén truyen nang cao nhan thire co ban ky nang vé an toan
thdng tin mang, canh giac vé thong tin xau doc cuia cac thé Iyc thu dich tuyén truyén
nham ha cap uy tin, hinh anh ctia Pang, Nha nudc va Lanh dao Pang, Nha nudc qua
cac thoi ky.

2. S¢ Thong tin va Truyén thong

- Chu tri, phéi hop v6i cac co quan, don vi chi dong ra soat, trién khai cac
gidi phap dam bao an toan thong tin cho cac hé¢ thong thong tin; dac bict la Cong
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thong tin dién tir, hé thong thu dién tir, Cong dich vu cong, hé théng Quan Iy van
ban va diéu hanh, .

- Cung cb va uu tién nguodn lyc, nhan lyc cho nhi€ém vu giam sat va bao vé
cac hé thong thong tin cua tinh.

- Clr dau mbi tiép nhan thong tin véi Cuc An toan thong tin, Bo Thong tin va
Truyén thong.

3. Céc doanh nghiép cung cép dich vu vién thong, Internet

- Tang cuong ngué)n nhén lyc thye hién tryc giam sat, hd tro va khic phuc
su cO bao dam ha tang vién thong, Internet an toan, thong sudt.

- Trién khai cac bién phap ky thuat ¢ mirc cao nhat nham phat hién, chan
loc, ngan chan hoat dong tAn cOng mang, phat tan thong tin xau doc, thong tin vi
pham phap luat trén hé thong thong tin, ha tang mang ludi thudc pham vi quan 1y

- Thyc hién nghiém va kip thoi cac bién phap xtr ly theo yéu cau ctia Bo
Thong tin va Truyén thong, co quan chire ning c6 thim quyén.

- C6 phuong an, ké hoach dé béo dam an toan thong tin, dac biét 1a t6 chirc
dy phong dé duy tri tinh san sang cho cac dich vy vien thong va Internet ma don vi
cung cap.

Trong truong hop can hd trg gidm sat, xtr Iy, ung ctu su cb dé nghi lién h¢:
S¢ Thong tin va Truyén thong (dién thoai: 0207.6251.788); Trung tim Ung ciru
khan cép khong gian mang Viét Nam (VNCERT/CC), dién thoai: 024.3640.4421,
duong day nong: 0869.100.317; thu dién ti: ir@vncert.vn; Trung tam Giam sat
an toan khong gian mang qudc gia (NCSC), dién thoai: 024.3209.1616, duong
day nong: 0389.942.878, thu dién tir: ais@mic.gov.vn dé c¢6 phuong an xtr Iy kip
thoi, hi¢u qua.

Uy ban nhan dén tinh yéu cau cic co quan, don vi nghiém tic trién khai,
thuc hién./.

KT. CHU TICH
Noinhdn: PHO CHU TICH
- Nhu trén (thuc hi€n);
- Chu tich UBND tinh (bao cao);
- Cac PCT UBND tinh;
- Chanh VP UBND tinh;
- Ph6 CVP UBND tinh;
-Luu VT, TG CNTT 02.

Hoang Viét Phuong
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