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Sb: ISTTTT-CNTT&BCVT Tuyén Quang, ngay  thang 8 nam 2023
V/v 16 hong an toan thong tin anh hudng cao va
nghiém trong trong cic san pham Microsoft
cong bd thang 08/2023

Kinh gui:
- Van phong Poan Pai biéu Quéc ho1 va Hoi
ddng nhan dan;
- Van phong Uy ban nhéan dan tinh;
- Céc s¢, ban, nganh;
- Uy ban nhan dan cac huyén, thanh phé.

Cian cr vin ban s6 1500/CATTT-NCSC ngay 21/8/2023 ctia Cuc An toan
thong tin vé& viéc 16 hong bao mat anh hudng cao va nghiém trong trong cac san
pham Microsoftcong bd thang 8/2023, S¢ Thong tin va Truyén théng cung cap thong
tin va dua ra cac giai phap phong, tranh khai thac 16 hong bao mat cao va nghiém
trong trong cac san pham Microsoft nhu sau:

|. Théong tin vé 16 hong bio mit trong cac sin phAm Microsoft

Ngay 08/8/2023, Microsoft dd phat hanh danh sach ban v thang 8 vé6i 74 15
hdng an toan thdng tin trong cac san pham cta minh. Ban phat hanh thang nay dic
biét dang chu y vao cac 16 hong an toan thong tin ¢ muc anh hudng cao va nghiém
trong Sau:

- L3 hong an toan théng tin CVE-2023-38181 trong Microsoft Exchange
Server cho phép dbi twong tan cong thuc hién tan cong Spoofing. Pbi tuong tin cong
c6 thé khai thac 16 hong nay dé vuot qua ban va cho mot 16 hong di bi khai thac
trong thyc té, CVE-2022-41082.

- L5 hong an toan thong tin CVE-2023-21709 trong Microsoft Exchange
Server cho phép ddi tuong tan cong thuc hién tin cong nang cao dic quyén.

- 04 15 hong an toan thong tin CVE-2023-35368, CVE-2023-38185, CVE-
2023-35388, CVE-2023-38182 trong Microsoft Exchange Server cho phép doi
tugng tan cong thyc thi ma tur xa.

Trung tdm Giam sat an toan khong gian mang quéc gia (NCSC), Cuc An toan
thong tin, da phat hanh cac van ban canh bao dién 0ng vé nhitng 16 hong anh huong
dén Microsoft Exchange Server. Piéu nay cho thay Microsoft Exchange Server van
ludn 13 myc tiéu hang dau dugc cac doi tuong tan coéng co chi dich nhiam dén. Vi
vay, dé dam bao an toan thong tin cho hé thong clia cac co quan, to chic, Cuc An
toan thong tin tran trong dé nghi cac don vi ra soat 16 hong lién quan dén Microsoft
Exchange Server dé phat hién va c6 phuong an xt 1y kip thoi, dong tho1 tang cuong
giam sat nham giam thiéu nguy co bi tdn cong thong qua cic 16 hong nay.



- 03 15 héng an toan thong tin CVE-2023-35385, CVE-2023-36910, CVE-
2023-36911 trong Microsoft Message Queuing cho phép doi tugng tan cong thuc thi
ma tu xa.

- 02 16 héng an toan thdng tin CVE-2023-29328, CVE-2023-29330 trong
Microsoft Teams cho phép doi tuong tan cong thuc thi ma tir xa.

- Ld l}éﬂg an toan thong tin CVE-2023-36895 trong Microsoft Outlook cho phép
doi tugng tan cong thuc thi ma tir xa.

- Lo I}éng an toan thdng tin CVE-2023-36896 trong Microsoft Excel cho phép
doi tugng tan cong thyuc thi ma tur xa.

- Lo hé)ng, an toan théng tin CVE-2023-35371 trong Microsoft Office cho
phép do1 tuong tan cong thuc thi ma tu xa.

Thong tin chi tiét cdc 16 héng bao mat co tai phu luc kem theo.
II. Cac giai phap phong tranh

Nham dam bao an toan thong tin cho hé thong thong tin ctia Quy don vi, gop
phan bao dam an toan cho khong gian mang Viét Nam, S¢ Thong tin va Truyén
thong khuyén nghi Quy don vi thuc hién:

1. Kiém tra, ra so4t, xac dinh may tinh sir dung hé giiéu hanh Windows c6 kha
nang bi anh huong. Thyuc hién cap nhat ban va kip thoi d€ tranh nguy co bi tan cong
(tham khao thong tin tai Phu luc kém theo).

2. Tang cuong giam sat va san sang phuong an xu ly khi phat hién co
dau hiéu bi khai thac, tin cong mang; dong thoi thuong xuyén theo ddi kénh canh
bao cua cac co quan chirc nang va cac t6 chtrc 16n vé an toan thong tin dé phat hién
kip thoi cac nguy co tin cong mang.

3. Trong truong hop can thiét cé thé lién hé dau mdi hd tro ciia Cuc An toan
thong tin: Trung tdm Giam st an toan khong gian mang qudc gia, dién thoai
02432091616, thu dién tir: ncsc@ais.gov.vn.

Tran trong./.

Noi nhgn: KT. GIAM POC
- Nhur trén; PHO GIAM POC

- Ban Giam ddc so (bdo cio);
- Cac don vi thuoc So;
- Luu: VT, CNTT&BCVT
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(Kém theo Cong vin sé

Phu luc

THONG TIN VE CAC LO HONG AN TOAN THONG TIN

TRONG SAN PHAM MICROSOFT
ISTTTT-CNTT&BCVT ngay  /8/2023
ciia 86 Thong tin va Truyén théng)

1. Thong tin cac 16 hong an toan thdng tin

STT CVE Mo ta Link tham khao
- biém: CVSS: 8.8 (Cao)
- Mo ta: 16 hong trong
Microsoft Exchange Server | https://msrc.microsoft.co
1 | CVE-2023-38181 cho phép doi tugng tan | m/update-

cong thyc hién tan cong
Spoofing.

- Anh huong: Exchange
Server 2016/2019.

guide/vulnerability/ CVE-
2023-38181

CVE-2023-21709

- Piém: CVSS: 9.8 (duoc
Microsoft danh gia 1a Cao)
- Mo ta: 16 hong trong
Microsoft Exchange Server
cho phép d6i tuwong tin
cong thuc hién tan cong
ning cao dic quyeén.

- Anh hudng: Exchange
Server 2016/2019.

https://msrc.microsoft.co
m/update-
guide/vulnerability/ CVE-
2023-21709

CVE-2023-35368
CVE-2023-38185
CVE-2023-35388
CVE-2023-38182

- Piém: CVSS: 8.0/8.8
(Cao)

- Mo ta: 16 hong trong
Microsoft Exchange Server
cho phép dbi tuong tan
cong thuc thi ma tu xa.

- Anh hudng: Exchange
Server 2016/2019.

https://msrc.microsoft.co
m/update-
guide/vulnerability/ CVE-
2023-35368

https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-
2023-38185

https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-
2023-35388

https://msrc.microsoft.co
m/update-
guide/vulnerability/ CVE-
2023-38182




STT

CVE

Mo ta

Link tham khao

CVE-2023-35385
CVE-2023-36910
CVE-2023-36911

- Piém: CVSS: 9.8
(Nghiém trong)

- M6 ta: 16 hong trong
Microsoft Message
Queuing cho phép dbi
tuong tan cong thuc thi ma
tu xa.

- Anh huong: Windows
10/11, Windows Server.

https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-
2023-35385

https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-
2023-36910

https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-
2023-36911

CVE-2023-29328
CVE-2023-29330

- Piém: CVSS: 8.8 (duoc
Microsoft danh gia la
Nghiém trong)

- Mo ta: 10 hong trong
Microsoft Teams cho phép
d6i twong tan cong thyc thi
ma tu xa.

- Anh huodng: Microsoft
Teams danh cho iOS, Mac,
Android, Desktop

https://msrc.microsoft.co
m/update-
guide/vulnerability/ CVE-
2023-29328

https://msrc.microsoft.co
m/update-
guide/vulnerability/ CVE-
2023-29330

CVE-2023-36895

- Piém: CVSS: 7.8 (duoc
Microsoft danh gia 1la
Nghiém trong)

- Mo ta: 16 hong trong
Microsoft Outlook cho
phép ddi twong tin cong
thuc thi ma tir xa.

- Anh huéng: Microsoft
Office, Microsoft 365
Apps for Enterprise.

https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-
2023-36895

CVE-2023-36896

- Piém: CVSS: 7.8 (Cao)

- Mo ta: 16 hong trong
Microsoft Excel cho phép
d6i tuong tan cong thyc thi
ma tir xa.

- Anh huong: Microsoft
Excel, Office, Office
LTSC, 365 Apps.

https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-
2023-36896




ma tur xa.

- Anh huong: Microsoft
Office, Office LTSC, 365
Apps.

STT CVE Mo ta Link tham khao
- biém: CVSS: 7.8 (Cao)
- M6 ta: 16 hong trong
Microsoft Office cho phép | https:/msrc.microsoft.co
3 CVE-2023-35371 doi tugng tan cong thuc thi | m/update-

guide/vulnerability/CVE-
2023-35371

2. Hwéng din khic phuc

Bién phap tot nhat dé khic phuc 13 cap nhat ban va cho cac 16 hong an toan

théng tin noi trén theo huéng dan ciia hang. Quy don vi tham khéo cac ban cip nhat

phu hop cho céac san phém dang st dung tai link nguén tham khao tai muc 1 cua Phu

luc.

update-review

3. Tai liéu tham khao
https://msrc.microsoft.com/update-guide/
https://www.zerodayinitiative.com/blog/2023/8/8/the-august-2023-security-




