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Kinh gui:
- Vin phdng Eoan DBQH vd HEND tinh;
- Vdn phdng UBND tinh;
- Ciic sq ban, nganh;
- Uj'ban nhan dan cdc huy€n, thdnh phd.

Thuc hiQn Vdn ban sO :OZ+IBTTTI-\,TNCERT ngiry 011912016 cria B0
Th6ng tin vd Truydnth0ng vA viQc huong d5n rnQt s6 giai ph6p tdng cudng darn
bdo an tod,n cho hQ th6ng th6ng tin;

Sd Th6ng tin vd Truy6n thgp hucrng din va dd nghj cric.sfl ban, ngdnh vd Uy
ban nhdn d6n cac huyQrl thanh ph6 nghi€m tuc, kh6n truong toi6n khai thqc hiQn mQt
s6 giai ph6p nhAm ting cubng dim bdo an todn th6ng tin mang cho c6c hQ th6ng
thong tiq cg thd nlu,sau:

l. T6 chuc tri6n khai ho4t dgng t6ng ki6rn tra, rd so6g ddnh giriL bdo clarrr an
toan th6ng ti" Sang cho c6c.hg th6ng th6ng tin, m6y chu, rnriytr4r4 ttri6t Ui mang,
ph6n cimg, ph6n rnOrn hQ th6ng, ph6n mdm img dung nham danh gi6 t6ng th6 muc
d0 an toan th6ng tin mang, kip thoi ph6t hidn vd xft lf su cO, t6 tr6ng, ngin chin,
b6c gdmd dQc tdn c6ng vdo h9 th6ng mang theo quytrinh tai phu luc 01 vd 02.
Eac biQt chri nsng ph6t hiQn vd xri I ciic m6 clQc, mn cOng ApT c6 tinh ch6t nguy
hi6r4 ti6m dn sdu b€n trong hQ thdng vd c6 khd nang g6y rui ro cao.

. 2. Chn d6ng xAy dpg phuong in, giAi phep ky rhuat bao dim an toan hg
thdng th6ng tin theo hucrng d6n t4i PhU luc 03.

, Trong truong hqp xay ra cdc su cd. ph6t hi6n cric tdn c6ng hodc rni dgc nguy
hi6m oAn tip rtd chri dQng xg g vd thdng b5o cho Sd Th6ng tin vd Truydn th6ng
(di-6n tlroai: 0276.251.788), il6ng thoi th6ng b6o cho Cuc An toan th6ng tin ho4c
Trung t6rn img cuu khSn-cAp m6y tinh ViQt Narn flfNCERT), 86 Th6ng tin vd
Truydn th6ng, i8 Nguydn Da Hd NQi; di€,n thou: 04.3.640.4423, di dQng:
0934.424.009,1hu diQn tu ir@vncert.gov.vn d6 c6 phuong an xu li c6 hiQu quri.

Trdn trqng./.

Noi nhf;n:
- Nhu Knh gui;
- UBND tinh (b6o ciio)l
- Grim d6c Sd (brio c6o);
- Ban bi6n t{p Website Sd;
- Luu: VT, CNTT.
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( Kdnt theo -CNTT, ngay 22/9/2016
Trtry€n th6ng)

1. Mqc tlich

Tai liQu ndy hucrng d6n c6c ho4t d6ng thr,rc hign ki6m tra rd so6! drfuh gi6
dim b6o an todn th6ng tia nr4ng tai cdc t6 chug co quan don vi bao g6m:

- Ki6rn tra, rd so6t, d6nh gi6 b6o darn an toan th6ng tin mqng cho trang/c6ng
th6ng tin diQn tu (Website);

- Ki6rn tr4 ri so6t, danh gi5 bdo dAm an toen th6ng tir rnang cho hQ th6ng
ung dung c6ng nghQ th6ng tin;

- Ki6rn tr4 ri so6t, tl6nh gi6 bio clim an toan th6ng tin mqng cho rr,iy h4m;

- Ki6rn ua, rd so6t, cl:inh gi6 bio darn an toan th6ng tin m4ng cho rn6y chi;
- Ki6m tra, rd sodt, drinh gi6 bdo ddm an tod,n th6ng tin m?ng cho thi6t br

mang.

- Ki6m tra, rd so6! danh gi6 b6o rlarn an todn th6ng tin mang cho c6c h6 th6ng
th6ng tin kh6c.

2. Ph4m vi {p d$ng

Ap dung cho t6t cd c6c t6 chuc, co quan, rlon vi c6 nhu cAu ki6m tra" rir so6t,

d6nh gi6 darn b6o an tofur th6ng tin mang.

3. Thuit ngrivi tllnh nghla

- Website: Trangic6ng th6ng tin dign tu

- CNTT: Cdng ngh€ th6ng tin

4. NQi dung quy trinh
^ -i50 (l0 ouv mlnn



Nguoi chiu
trich nhi6m Trinh tr. c6ng viQc

Tdi liQu liOn
quan

Lanh dao ccr

quan, clcrn vi

Ydu cdu ki6m tr4 rd so6!
danh gi6 b6o dim an toan

th6ng tin mang

Lanh dao c0
quan, clon vi

Phdn c6ng b0 phan kg thu&t thsc hi€n
ho6c lua chqn don vi thi n5ng luc d6

friAn khai

B0 phdn ky thuat/
Dqn vi tu vdn,
tri6n khai

! r'^r\e noacn Kr em tra,
rd soiit, dd'nh gi6
bAo dAm ATTT
m?ng

XAy dung k6 hoac
danh ei6 bdo dd

h ki6m tra, rd so6t,
.m ATTT mans

LanI dao c0
quan, don vi

B0 phdn ki thuet/
Eon vi tL"r v6n,
tri6n khai

Thuc hi€n ki6m tra, rd so6t, il6nh gi6
b6o dim an todn th6ng tin mang

I

B0 phdn lq thuFt/
Dq. tni tu v6n,
tri6n khai

: I LaP bAo c6o nguy co, rui ro, lo hong,.i I md dOc gdy mdt an toan th6ng tin mang

Biio c6o nguy cq
rui ro, l5 h6ng, md
dQc gdy mdt ATTT
mang

()

X

<G

K

'';

trc

nh

Loai b6
cdc dt
ki6n

kh6ng

H6 so b6o c6o
nguy co, rur ro, lo
h6ng, md dQc gdy
mdt an toan th6ng
tln mrno

dirns

B0 phdn ky thuAt/
Don vi tu vdn,
tri€n khai

T6ng hqp bAo c6o nguy co, nii ro, 16 h6ng,
md dOc gAy mdt an todn th6ng tin mang vd dd

xu6t phuong rin xr? lj,, gti ldnh dao dcrn vi,
th6ng b6olcinh bAo Cf6n ciic don vi li6n quan
vd Co quan di6u ph6i Qu6c gia 0\TNCERT)

B6o c6o k6t qui
kiOm tra" rd so6t,
d6nh gi6 bio dAm
ATTT vd d6 xu6t
phuong an xri l!

Lenh dao co
quan, don vi

KA hoach thuc
hi6n phucrng an xr-i
ri

I enan c6ng bQ ph,An kf 
'h"ar 

rhu" h'C." h"d"
I lua chon tlcrn vi dti nlng lyc dri tri6n khai cdc

L___-__q!gcynejin xn hl dAm bAo ATTT

Lanh dao cty
quan, Clcrn vi

| :,^ i ,.:

I Yeu cau krCm tra. rd sodt, d6nh gi6 lai sau khi

I thuc hiOn phuong rin xri l:l



B0 ph6.n Iq thuaV
Eon vi tu v6n,
tri6n khai

Bao c6o nguy co,
rui ro, 15 h6ng, md
dQc sau khi dd thuc
hiOn phuong rin xu
li

c!'

ThUc hi0n ki6m tra, rd solrt lai nguy co,
nli ro, 15 h6ng, md rlQc cl6 thuc hiQn

phuong an x* ljr

86o c6o lenh dao don vi vd co quan
dieu ph6i qu6c gia (VNCERi)

B0 ph6n ki thuat/
Don vi tu v6n,
tritin khai

4.2.M0 t6 quy frinh
4.2.1.Yfu cAu ki6m fra, rd so6t, {I6nh gi6 bio tlim an toin th6ng tin

Cdn cu vdo nhu cdu thUc t6 vd tinh hinh an ninh, an todn th6ng tin trong khu
wc, Ldnh dao co quan, tlon vi x6c dl$h y6u cAu ki6m tr4 rri so6! danh giri bdo
dim an todn th6ng tin rnang (bao g6rn: a6i tuqng, pharn vi ki6m tra, rd so6t, d6nh
gi6 an toan bdo m6t).

4.2.2. Phin c6ng bQ ph4n kf thugt thgc hiQn hoic lqra chgn {Ion vi rhi
ning lgc d6 triOn khal.

Linh tlao co quan, dcrn vi xem x6t nang lqc ky thu{t cira nhdn su hong co
quan, clcm vi d€ phdn cOng thuc hiQn ho4c c6 the thu6 don vi tu v5n ph6i hqp ki(im
h4 rd so6t, tlanh gi6 bdo dim an todn th6ng tin.

4.2.3. X5y dgng kti ho4ch ki6m fta, ri sodr, il6nh gi6 bio tlim ATTT
m?ng

. B0 phdn k! thu{t /Don vi nr v6n, tridn khai chiu h6ch nhiQm l{p Kt! hoach
ki0m tr4 rd so6t, dutrh ga bio darn an toiur th6ng tin theo ydu cdu cria co quan,
don vi. K6 hopch ki6rn tr4 rd soet, dnnh gi6 bdo dim an todn th6ng tin mang phai
bao g6m t6i thi6u c6c n6i dung sau:

- Muc dich ki€m n4 rd so6t, d6nh gi6 b6o dirn an toan th6ng tin rqng;
- OOi tuqng kiiln h4 rd soiit, clanh gi6 bdo dam an tod,n th6ng tin;

- Phan vi, quy rn6 ki6rn tr4 rd soal danh gia bao dam an toan th6ng tin rnang;

- Ti6u chi phucrng thuc kidrn tr4 rd so6! danh gid bno dam an toan ttr6ng tin m4ng,

Ngu6n lqc ki6m tr4 rd so6t, cldnh gi6 bdo dam an toan thdng tin mqng;

Thoi gian, k6 hoach thuc hiQn ki6rn na, rd so6t, drfurh giri bdo dam an todn
thdng tin m4ng.



4.2.4. DuyQt kG ho4ch ki6m tra, rd so6t, tl6nh gi6 bio dim an toin th6ng
tin m4ng

Ldnh d4o co quan, don vi xem xet vA phd duyQt kii hoach ki6m tr4 rd so6t,

danh gi6 bdo dirn an tod,n thdng tin mang d6 b0 phan kf thudt hopc don vi tu v6n
ti6n hanh tri6n khai thuc hi€n.

4.2.5. Thgc hiQn ki6m fra, ri soit, il{nh gi6 bio tlim an toin th6ng tin
B0 phdn kg thudt hoSc don vi tu v6n, tri6n khai ti6n hanh ki,im tra rd so6t,

tlanh gi6 bAo tlim an toan th6ng tin rn4ng c6c d6i tuqng:

- Ki6m ta, rd so6t, danh gi6 bio ddm an todn th6ng tin mang cho trang/cting
th6ng tin diQn tu (Website);

- Ki6m tr4 rd so6! tt6nh giri bdo dim an tod'n th6ng tin mgng cho hQ th6ng
ung dpg cdng nghQ thdng tin;

- KitSrn fr4 rd so6t, danh gi6 b6o dim an toirn th6ng tin m4ng cho m6y fram;

- Ki6m t4 rd so6t, d6nh gi6 bio ddm an toan th6ng tin m4ng cho ruiy chri;

- K€rn tra, rd so6g drffi giri bAo tlim an toan th6ng tin nr4ng cho thitit Ui mang.

- Ki6m tr4 rd sorit, tlinh gi6 b6o ddm an toin th6ng tin mqng cho c6c hQ th6ng
th6ng tin kh6c.

4.2.6. Phin fich x6c minh

B0 phdn kI thudt ho4c don vi tu vdn, tri6n klai lflp brio c6o nguy cq rui ro, 16

h6ng, md dQc g6y m6t an todn th6ng tin m4ng.

Chuy6n gia k! thu{t rtqc phan tich, xem x6t b6o c6o nguy co, rrii ro, 16 hOng,
md dQc g?ly milt an toAn th6ng tin mqng dtl x6c nhdn lai c6 ttring nguy co m6t an
toan th6ng tin kh6ng. Niiu kh6ng dring ti€n hanh loai b6 c6c dft liQu su kiQn kh6ng
chinh xiic. N€u dung ti€n hanh t6ng hqp b6o c6o nguy co, 16 h6ng, rn6 dQc gdy m6t
an toan th6ng tin m4ng vd tl6 xuit phuong an xri 1;i.

4.2.7. Ti;ng hqp b6o c6o nguy ccr, 16 h6ng, mn iIQc gAy m6t an tohn th6ng
tin mgng vi tI6 xudt phucrng:in xr? lf

B0 qhdn k! thuft hoac dcrn vi tu v5n, tri6n khai t6ng hqp k6t qui dua tr6n k6
hoach ki6m tr4 rd so6t, dAnh gi6 b6g dam an todn th6ng tir mang,.t6ng hqp b6o
c6o nguy co, 16 h6ng, rnd t10c gdy m6t an toAn th6ng tinhang va Oe xuit pto*g
an xu lf, gui lAnh d4o dcmvi, ddng thoi thdng b6o/cdnh b6o d6n c6c <ton vi li6n
quan vd b6o c6o Co quan di6u ph6i qu6c gia \TNCERT

4.2.8. PhAn c6ng bQ phin ki thuAt thg'c hiQn hoic lqra chgn {lon vi thi
ndng lEc e6 tri6n khai cric phuong 6n xrfr lf tlim bAo an tohn th6ng tin m4ng

Co quan, tlon vi sau khi nhan b6o c6o s€ xem xdt ktit qud ki6rn tr4 rd so6g
ilanh giri bio dam an toan th6ng tin rnang, n€u co quan chu quan con co nhirng vAn

dA vuong mic thi li6n hQ vcri B0 ph6n k! thuft ho6c don vi tu vriq tri6n khai d6



ldm rd k6t qua N6u kh6ng vuong m6c ti6n hdnh phAn c6ng bQ phan ki thu6t hoac
lga cho.n dcrn vi dri n5ng luc d6 ticn hanh khic phpc cac bi€n ph6p nhim dim bdo
ar todn th6ng tin.

4.2.9.YGu eiu ti6m tra, ri sorit, arinlr gi6 l4i sau thuc hiQn phuong rln x& lf
Ldnh dao co quan don vi y€u cAu bQ phfn k! thu{t hoic elon vi tu vdn tri6n

khai ti6n hanh ki6m tra, rd so6t, dr6nh gi6 lgi c6c nguy co m6t an todn th6ng tin sau
khi thuc hi-en phuong an x-u li.

4.2.10. Ki6m tra lai
B0 phan k! thuat hodc don vi tu vdn thuc hiQn ki6m ft, rii sodt lai nguy co, 16

h6ng, md dOc dd thuc hiQn phuong r{n xu If O6 aarn bao an todn bio rn61 s5g 6i;
tu<rng dugc ki6m tr4 rd sodt clfurh gi6 nhu k6 hoach.

Sau khi rd so6t ti6n hdnh b6o c6o cho llnh dpo ilon vi, c6c dcrn vi li€n quan va
co quan tli6u ph6i qu6c gia VI{CERT v€ ktit qu6 ki6m tr4 ra so6r, drinh gi6.

4.2.1I. Luu h6 so

Toan bs c6c h6 so trong que tuinh ki6rn tra, rir so6t, drffi gi6 b6o rlim an toiin
th6ng tin mang dugc luu tr& phpc vtr c6c ho4t dQng quan lj.'vd theo doi dinh kli.

5. Hd so luu frfr
STT TOn hd so Dorr vi luu trfr

l. K€ hopch ki6m tr4 rir so6t, d6nh gi6 b6o rldrr
an toan th6ng tin ma:rg

B0 ph6n k9 thu{t/Eon vi
tu v6n, tri6n khai

2.
86o ciio nguy co> t5 trOng, rnd dQc gdy mAt ax

!q1r th6ng tin mang

3.
H6 s<r b6o c6o nguy co, 15 h6ng, ma dgc gey
mdt an todn th6ng tin rnang

A 86o c6o k6t qudki€mtr4 rd so6t, d6nh gi6bdo
dim ATTT vd dO *uAt phuong an >ni li

5.
86o c6o nguy co, t5 hOng, m6 dQc sao khi da
thgc hiQn phuong an xt 11;
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QUYTRINH roAN rndNc rrN MANG
( Kim theo C '-CNTT, ng,iy p-. /9/2 0 t 6

Truydn thilng )

1. Mgc dich

Jil tlQu ndy huong d6n c6c buoc thuc hiQn xri It sU c6 an todn th6ng tin tai
cac td chuc, co quan, dcm vi khi c6 ph6t sinh.

2. Ph4m vi 6p dgng

Ap dutrg cho t6t ci c6c t6 chuc, co quar; cton vf.

3. Thugt ngfr vA tlinh nghia
-.CERT: Computer Emergency Response Team (E6i irng criu sp c6 khAn
cap).

- LEDV: Lfrnh dao rlon vi.
- Phishing: ld hanh vi gii mao n-hu ld mOt thuc th6 dang tin c{y (website cria

ciic-co quan, t6 chric, c6c website x6 hgi ph6 bi6n, c6c trung tem chi tri tr.uc
tuyiin,...) a6 l6y c6p th6ng tin nh4y cdm nhu t6n ngucri dtng, mai urau, c6c chi ti6t
thd tin dr$g... th6ng qua circ giao ti6p tr6n m4ng.

. - Deface: Ld t6n c6ng thay d6i nQi dung website cta nan nrrdn th6ng qua 16
h6ng b6o nait.

- Ph6t trin Malware: la henh vi phrlt trin cac phdn mdrn tlOc h4i (virus, rrojan,
backdoor...) qua m6i trudng intemet.

- DoS (Denial of service) - t6n c6ng nr chdi dich w bing ciich chiiim d\rng
m6t lugng lon tai nguyOn mang, rai nguy6n hQ th6ng nhu bdng th6ng, bQ nh6, kha
ndng xri lf ... vd tdm rnat khi ndng tl6p rmg y6u cau dich vu tu c6c kh6ch hane
khrlc.

4. NQi dung quy rrinh

So tt6 ouv hinh



Ngucri chiu
fr6ch nhi€m fyinh tu c6ng viQc Tii liQu li6n quan

CERT t4i c0
quan, don vi

------;---------
TiAn -h6^ "'' -A \-

- Canh c6o sg c6 (C6ng vdn, email,
cliQn thoai, website)
- Ph6t hiQn su c6 thdng qua kitim
tra" rd so6t, dAnh ei6

.^-l- ":-__--/-

CERT tar c0
quan, don vil
Eon vi tu v6n,
tri6n khai

X6c nunV x6c
nhAn su c6

- Xem xdt tinh trang, muc d6 vi
pham vd cl6 rru ti6n xri lii

CERT tai c0
quan, d<yn vi/
Don vi tu v6n,
tri6n khai

- Su c6 v0 tAn c6ng thay cl6i giao
diQn (deface)

^ X ;.,1 ^- JU CO-Ve Un,COng lua OaO

- Su c6 v6 tAn c6ng ph6t tan me
ooc
- Su c6 vA m6t s6 tAn cdng mang
- S\i c6 c6 yOu t6 nuoc ngodi
- Su c6 tdn c6ng kh6c

PhAn lorusuco

Ldnh tlon vi
(LDDV)

- Chi dao xri lj phdn c6ng tr6ch
nhiOm xt lj

CERT tai c0
quan, don vil
Eon vi tu vAn,
tri6n khai

, i !^ i.t.^ ! .. I rlong tln ve dau mol lten he
-Thu thip th6ng tin h6 th6ng
-Thu thap chuc ndng cua h0 th6ng
-Thu thrip cdu hinh cua h9 th6ng

iOS, servise, version, network, ...)
- Thu thQp chung cu

r rru rrl(ilH uv rrrru

- 
!hu. th$p fang th6i network vd cAc

<dt n6i
- Thu thip cdc tiiiin trinh dang ch4y
- Thu thdp hard drive media
- Thu thQp removeble media
-Thu th@p Log file

Thu thip tl
phuc ru ph6

r6ng tin d6
n tich su c6

CERT tai co
quan, don vil
Don vi tu vAn,
tri6n khai

- Phin tich ddng thoi giaa
r:'- I'hor glan b1 sua tl6r, truy cap, tao

hoic thay t16i

- Thoi gian thuc hiQn cic cflp nh{t
t, t^ ,.|^.tilon ool vol n9 tnong
- Thoi di6m md hQ th6ng st dung
ldn cudi cing
- PhAn tich dtr liOu...

PhAn tich su c6

CERT tai co -Gdb6suc6
8



Eon vi tu v6n,
tri6n khai

- X6c dinh vd gd b6 ciic backdoors
- PhAn tich vd kidm tra 16 h6ng sau
khi thuc hi6n c6c bdn vd l6i
- Kh6i phuc dir li6u
- Thu th{p c6c t6p tin, hinh an}L
email,... bi xoa, rhoi gian bi xoa
- Tim ki6m cric tdp tin kh6ng the
kh6i phuc
- Kh6i phuc cdc tAp tin phi hop

CERT tai c0
quan, don vi/
Don vi tu vAn,
tri6n khai

- B6o c6o k6t qud phdn tich su c6:
M6 ta chi tiet cec budc quan treng
khi thuc hiQn xt lj'su c6
- T6ng hqp b6o c6o grii ldnh clpo co
quan, td chuc vd c6c b6n li6n quan
jl ;
oen su co
- Rut kinh nghidm vd img dung cho
c6c su c6 tuong tU

T6ng hqp b6o c6o LDV vd
VNCERT

CERT tsi c0
quan, don vil
Eon vi tu vAn,
tri6n khai

4.1. MO ti quy frinh
4.1.1. Ti6p nhgn sr; c5

. . D-Qi CERT cria co quan, don vi ti6p ilr{n th6ng tin v6 su c6 qua c6c phuong
thuc:.Email, diQn thoai, c6ng v6n ... B6n c4nh d6 CERT nhan duoc c6c th6ne bao

:y_::*q_.e" hg th6ng girtun s6t cia c6c co quan nhd nu6c co thdm q-uy6n
(\A{CERT) ho4c c6c don vi quan l1i ISp.

4.l.2.Xic minl/x6c nhgn srp cii

. 
DOi CERT cria co quan, don vf ho4c Don vi tu v6n, tri6n khai ti6n hanh X6c

minhyxric nhfn su c6 bao g6m c6c th6ng tin nhu sau:

- Tinh ftang (Su c6 s6 x6y ra; Su c6 dang xdy ra; Sp c6 da xiy ra);
- Mric tt$ (Su c6 nghidm hang; Su cO Uintr thuong);
- Ph4rn vi (Su c6 diQn rQng; Su c<i mang m6y tinl; Su c6 mQt rniy finh);
- Vd dia cti6rn xiy ra su c6.

4.2.3. Phdn lo4i sg c6

, S:l l1|i x* nh6n tlusc s1r c6, O6i CERT cria co quan, don vi hodc Eon vi tu
vdrl tri6n khai c6 tr6ch nhi€m phdn loai c6c su c6 theo hinh thuc nhu sau

- Su cd vd t6n cdng thay d6i giao di6n (deface);

- Su c6 vA t6n c6ng hia rlao (phishing);

- Su c6 vA tAn c6ng ph6t trin md rtQc (malware);

- Su c6 vC tAn c6ng tu ctrOi Oictr vu (DoS/DDoS);

9



- Su co co y6u t6 nuoc ngodi ftqp tac qu6c t6),

^:,;- )u co tan cong knac.

4.2.4. Biro.ao t-pOV, xin f ki6n chi tl4o

Ngay sau khi phdn loai dugc su c6.OOi img cuu su. c6 c6 n6ch nhiQm b6o c6o
Ldnh dao don vi d6 xem x6t 1o4i su cO vd tuj'theo d<ii tuqng se titin hanh phAn
c6ng cho cac thanh vi6n trong t6 img cuu sp c6 vd bdLo c5o Co quan di6u phOi

Qu6c gia (\"IJCERT).

C6c trudng hqp phuc tap kh6ng t.u r.u li duqc, gui cdng vdn nhd sF hd trq cta
c6c don vi quan ly ISP vd co quan quan 11;; nhd nudc vd Ung cuu vri didu phOi su c6
an toiur th6ng tin m6ng nhu \NCERT (80 Th6ng tin Truy6n th6ng)

4.2.5. Thu th$p th6ng tin phgc vU phAn tich sg c5

DOi CERT cria co quan, don vi hoac Ecrn vi tu v6n, trien khai ph6i hqp ciic
dcrn vi 1i6n quan ti6n hanh thu thdp ciic th6ng tin:

" l -l /- lhong trn ve diiu incti lidn h0

- Thu thdp th6ng tin hQ th6ng

- Thu th{p chirc ndng cria hQ th6ng

- Thu thip c6u hinh cria hQ tht5ng (OS, servise, version, network, ...)

- Thu thdp chtrng cr?

- Thu thfp bQ nhd

- Thu thip trang thai network vd cric k6t noi

- Thu thdp cric ti6n trinh dang ch4y

- Thu thfp hard drive rnedia

- Thu thip removeble media

- Thu thip Log frle

4.2.6. PhAn tich sg c6

Dgi CERT cria co quan, don vi hoac Eon vi tu uAn, fi6tt khai ti6n hanh phdn

tich su c6, bao gdrn c6c th6ng tin sau:

- Phdn tich dong thoi gian

- Thdi gian bi sria doi, truy cap, tao hodc thay d6i

- Thcri gian thuc hiQn c6c cip nhat lon OOi voi fr6 tlOng

- Thoi di6m md hQ th6ng su dung ldn cu6i cing

- Phdn tich dt li6u

- Ki6m tra str thay d6i cAu hinh

- Ki6rn tra hQ th6ng tQp tin c6 bi md dQc

- Ki0m tra tfp tin Intemet history vd c6c t{p tin history khric

10



- Ki6m na Registry vd titln trinh

- Quan sdt c6c tfp tin, ti6n trinh hic kioi dgng

- Phdn tich log file

4.2.7.Xft lf sg cii

..DQi CERT cria co quan, tlon vi ho{c Don vi tu v6n, triiin khai tiiin hanh xu lf
su c6 bao g6m c6c bu6c:

-Gdb6sUc6

- X6c dinh vd gd b6 c6c backdoors

- Phan tich vd ki6m tra 16 h5ng sau khi thsc hi€n c6c ban v6 l6i
- Kh6i phsc dt liQu

- Thu thfp c6c tip tin, hinh anh, email,... bi x64 thoi gian bi x6a
- Tim ki6rn c6c tflp tin kh6ng th6 kh6i phuc

- Kh6i phpc c6c tflp tin phi hqp

4.2.8. T6ng hqp b6o c6o

,- _ ,?9i 
CF-RI ci::o quan, don vi hoic Don vi ru v6n, t i6n khai tii5n hdnh t6ng

hQp ket quri phrin tich vd b6o crio k€t qud voi ldnh d4o, trong cl6 m6 ti chi ti6t cec
budc thuc hiQq giai ph6p xri l1i su ca, [et qua khic phuc hid tai.

?9i *g c.uu ,su c,5 ti6n hdnl t6ng hqp todn bg circ b6o c6o phdn tich c6 li€nquan clen su cd de bdo cdo voi ran} dao don vi vd Co quan didu ph6i euoc gia

!|N9iF ), H9p.pl^- tich nguyen ilan, rut kinrr nghigm trong hoat'dgngirl- l1i'ss
cct va de xuat c6c biQn ph6p img dqng cho c6c sp c6 tuong tu.

4.2.9. Luu h6 so

Toan b0 c6c h6 so tronggu6 ftinh xu lj, sV c6 duoc luu trft phpc v.u c6c hoat
dQng quan lli vd theo d6i dinh ki,.

STT

l
I r6n hd so
r

[h6ng brio sp c6

l

lK€ hoach xu IV su c6t-
H6 so xri l1i. su c6

Bilo c6o th6ng kd n** n*-----.=-__-=----

Don vi lrru h:fr

EQi CERT tai
quan, don vi

z.

J.

4.

5.

Phg lgc 03

1t
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IilJoNcDANxA
BAO

( Kdm theo '-CNTT, ttgay'JZ/9/2o I 6
tin vd Truy€n thOng )

1. Giii thich rir ngir

. -.9hfr qy?" li tUlinS,t!6pe tin ld co quan, rd chuc. ca nt6n c6 thim quy6n
quan $ tr.uc ti6p cl6i vdi hQ th6ng th6ng tin. E6i voi co quan, t6 chric nhi nu6c,
chri quan hQ th6ng th6ng tin ld c6c bQ, cq quan ngang bQ, co quan thuQc Chinh
phl, ny bp" nhq ddn c6c dnh, thenlr ph6 r4rc thuQc tmng uong hodc ld cip c6
thdm quydn quydt dinh ddu tLr du an xriy dpg, thi6t tap, ndng c6p, rno rQng h9
th6ng th6ng tin d6.

. - Don vi v{n hinh hQ thiing thdng tin ld co quan, td chuc dugc chri quan hQ
th6ng th6ng tin giao nhiQm W vfn hanh hQ th6ng thdng tin. Trong htbng hOp chri
quan !0 th6ng thdng tin thu€ nggai dich vg cdng nghQ th6ng tin, don vt v6,n hdnh
hQ th6ng th6ng tin ld bdn cung cdp dich vr,r

- Don t chuy0n trdch vd c6ng nghQ th6ng fin ld dcm vi chuy€n tr6ch v€
c6ng nghQ th6ng tin cria c6c bg, co quan nCaqg b0, co quan thuQc Chinh phri; So
Th6ng tin vd Truydn th6ng c6c tinh, thanh ph6 tr.uc thuQc trung uong ho{c tlon vi

i^
chuy€n tr6cb vd c6ng nghQ th6ng tin cua chfr quan hQ th6ng th6ng tin do chi quan
h€ th6ng th6ng tin chi dinh.

- Eon ti chuyOn trich vi an toin thdng tin 1d don vi c6 chric ndng, nhiQrn
v.u b6o tlim an todn th6ng tin cua chri quan h9 thong th6ng tin.

. - BQ phin chuy6n tr6ch vd an toiur thdng tin ld b0 phfln do chi quan hQ

th6ng th6ng tin thanh lip hogc chi dr1rh d€ th\rc thi nhi€m vu b6o dam an toAn
th6ng tin vd ring cuu su cd an todn th6ng tin mang.

2. Xiy dqng phuong 6n, giii phip ki thuat bAo dim an toirn cho HTTT

a. Chri quan h€ th6ng th6ng tin chi dao c6c don v1 chuydn rn6n tharn rnuu,,:., .. , .; , ,ph6i hqp vdi cdc t6 chuc tu vdn, cung cdp dich vu dO tri€n khai c6c biQn ph6p b6o
d6m an toan cho c6c hQ th6ng th6ng tin sau t16y:

+ X6c dinh c6c hQ th6ng thdng tin quan treng vi c6 th6 trO thanh muc ti6u t5n
ir

c6ng cua tin tAc cdn dugc quan tdm bio vQ.

+ Kldo set ve bp kO hoach ki€rn tra, rd qu6t, danh.gi6 an tod,n th6ng tin cho
c6c hQ th6ng th6ng tin quan treng hoac c6 nguy cg bi tdn c6ng cao. C6c co quan
nhi nudc cAn luu f c6c h0 th6ng thdng tin cung cAp dich vp sau d6y: C6ng th6ng
tin diQn tu. thu dien nr, dich w cdng tr.uc tuyen v.v...

+ Thgo hiQn kti hoach ki6rn tr4 rd qu6t, danh gi6 an todn th6ng tin theo huong
d6n tar PhFc tqc 01 kdm theo c6ng vEn ndy dQ ph6t hi6n ra c6c di6m y6u an tod,n

th6ng tin dang t6n tai, khi nang xdy ra c6c su c6 an tod'n th6ng tin m4ng.
, . .l ,+ Xdy dpng vir tri6n khai c6c phuong an khdc ph1.rc tli6m y6u (nOu c6), b6o vQ

ta

C AN, cTAT PHAP IcT THUAT
THONG THONG TIN



. ,l ., _,.: , !noac pnong ngua de gram tlreu thi€t hA khi c6 tdn cdng, sg c6 an todn th6ng fi_n

mang.

, .+ Ki6m tra rd qudt d€.ph6t hiQn, xri $ hoac loai b6 me dQc hoac ph6n m6m
tlQc hai dang c6 trong hO thdng mgng, m6y tinh.

. . .*.TyTg x.uydn cAp ntft cric birr, y4 phi€n ban moi d6 han ch6 bi tin c6ng
va khai thrlc ld h6ng "Zero day" cho thi6t. bi mang, m6y tinl, m6y chrl. Chi cdi dai
vd sri dung cric phdn mdm dring ban quydn, 

"guo; 
g6c ro rang, thu. ru 

"an 
trti6i.

KI6ng su dpng c6c phdn mdm d6 tlugc canh Ueo UrOle an to[, hopc kh6ng duqc
nhd san xudt h6 trq ky thuft khi kh6ng thpc sp cin thi6t.

+ Tri6n khai c6c bi6n phrip sao luu du phong d6 n6ng cao khri ndng phpc h6i
ho4t dQng khi xdy ra sp c6;

. - *. ryCt lf,p cric biQn ph6p qTan li truy c6p an to.an, phir hqp, han ch5 tdi da
yiT tt fimg tai kloan urot quy6n hqn so voi nhu cAu. Srr dpng vd quan li n\at..1khdu an todn theo huong den cria Trung tem VNCERT 

'(xem 
t4r:

+ Thqc hiQn c6u hinh 
Jroat tlQng hQ th6ng thu diQn tu theo hu6ng d6n s6

4:-0IBTTTT-9ATTT ngiv 09 thring 01 ntun zOis cria cpc An toan th6n-e tin .,v€
vrgc huong drin bio dem ATTT cho h6 th6ng thu rri6n tu cta co quan, t6 it,i" *a
1ud9'l vd su dung an todn hdm th-u triQn t* c6ng v.u theo huong dhn tui 

"ottg "a, 
.o244IVNCERT-KTHT ngiry t2/9/2013 cria Trung tAm VNCER1 (xem t4i: "

- 1 Rd so6t, cfp nhit uic quy- dinht quy trinh v€ bio ddm an tod,n th6ng tin d6phdt h.ign ra qdc sai s6t, bdt crip, di€u ctrintr UO sLrng phi hqp. Xem x6t 6p dine cacneu cnuan ve qu.h ti rui.ro an todn th6ng tin nhu: fi6u chuin TCVw ISOTEC
27001:2009 vd bQ ti6u ctruAn ISOnnC ZZOOI.

b' cdc don vi vdn han]1 he th6ng th6ng tin crin nang cao tinh thrin c6nh gi6c,
chi dgng thuc hi€n crlc nhi€m vu sau:

. . - + Tdng cyong th.eo ddi, gi6m. sdt c6c h.o4t tl6ng cria hg th6ng th6ng rin d6 phrit
hiQn ra cdc van d6 b6t thuone, d6u.hiQu tdn c6ngjsu c6 an roAn th6ng tin mang.
Si pl{-tti0-" su c6 an toan th6ng tin, thuc frlen oi fi quy trhh xri g duoc huong
ddn tai PhB lBc 02.

^_^I-.s"_!i_€n dring cQry fc th6ng b6o su c6 ilreo didu.7 Th6ng ru s627l20l1lrr-BTTTT nedv 4./10/)0fl cria n6 Th6ng tin vd rruydn tr,one?e;ec
"Quy drnh vC Oieu plOicac ho4t dQng irng cuu ,o 

"0"-*g lnternet Vi0t Nam,,.
c. Don vi chuydn tr6ch vd an toan th6ng tin c6 tr6ch nhiQm:
- T6 chric ki6m na danh giri rrinh dg cria bQ phfn chuydn triich vd an todn

thdng tin. X6y dung te tgac.tr pf al.tndn dei ngfr 1y *,"a1 ,;;t"hl;;l;;; h;e"luy6n ndng cao trinh d0 d6 c6 the Aip ung yeuiau ihsc t6.

+ ViQc tri6n khai qic h6.th6ng th6ng tin, thi6t bi, ph6n m6m ca' tua' thri theo
cric hudng dan vd quy dinh v6 Uao Aam an toan do nll;fur*;;;;;ld
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,.--^--,..Chl 
dao, cir.c6ur b.o^ttrarl C? dAl' drl vd nghidm ruc c6c hoat dQng di6n tgp,

nuirn ruygn v€ an todn thong tin do c6c cron vi chuc ning thuQc BQ Th-6ng tin vd
Truy0n th6ng td chuc.

^ ; .l - |

. : ,t 
uy:l truyen, ph6 bi€n vA n6ng cao nh6n thric cho ciin b0, c6ng chirc vd

nguor lao dgng ve an todn th6nq trn mang. Teng cuong clao t4o, hudng &n c6c ky
ndng su dUng mdy tinh an tod,n cho nguoi srl dpng rn6y tinh.

, - Tdng cudng chia se, trao d6i kinl nghiQrn trong c6ng titc baa <lam an toan
th6ns tin.
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